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2.1 Topology and Inventory

2.1.1 APIs

Table 1: Topology and Inventory API.

Prot.

Type

URI

Parameters

..Iltopology/default

../ topology/{network_id}

network_id

network_object

..Itopology/{network_id}

network_id

..Itopology/{network_id}

network_id

network_id

network_object

H2020-671598

23



5GXCrosshaul

network_object.

..Itopology/{network_id}/{l network_id
ink_id} o
link_id
link_id
network_id
..Itopology/{network_id} network_id
network_id
..Iltopology/default/nodes/ network_id
node_list
..Itopology/{network_id}/n
odes
network_id
Jtopology/nodes/node_id node_id

node_id.

node_object

../topology/{src_node_id}
{dst_node_id}

src_node _id

dst_node_id

path_object

{network_id} {
event}

network_id

event

H2020-671598
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event

2.1.2 Information Model

Topology and Inventory

*
T°p°|°gy #ne
Inventory *

1
network_id node_id
1]
*
Link Port
1 2
*  link_id port_id

tech-specific-params tech-specific-params tech-specific-params

Figure 1: Topology and Inventory Information model.

Table 2: Topology and Inventory Information model.

Parameters Type Description

network_id

network_object

H2020-671598 25
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network_event

node_id

node_object

path_object

..Itopology/n1,

nl

H2020-671598
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Table 3: network topology of subnetwork nl

2.1.3 Workflow
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| ]
: GET /topology/default #:
|<— Lll —————————————— GET reply: network_object - ——————————————— -
| |
: POST /topology/{network_id} #:
2

}(—L—) ————————————— POST reply: Success orFaiIure—————————————————:
| |
| |
| |
: 3) PUT /topology/{network_id} {network_object} #:
Ke—m————————————— PUT reply: Success or Failure= ————————————— — — -
: POST /topology/{network_id}:event #:
@ l
e ——————————— = GETPOST: URL— ——————————————— ——— .|
| |
| |
—5} WEBSOCKET subscribe:URL: g
I

loop |

|

: until websocket closes  (6) :
I WEBSOCKET asynchronous notification event |
T T
| |
: DELETE /topology/{network_id} #:
L (7) |

(E——————————————- DELETE reply: Success or Failure === ——————————— — A
|
I I

Figure 2: Topology and Inventory workflow example.

2.2 Provisioning and Flow Actions

H2020-671598
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2.3 IT infrastructure and inventory

2.4 Statistics

2.5 Virtual Infrastructure Manager and Planner

26 NFV-O

H2020-671598
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2.6.1 APIs
Table 4: NFV-O API.
Prot. Type URI Parameters
..Infvo/ns NS Id

ServiceDeploymentFlavour

NS Tenant Id

NS Id

..Infvo/ns/ns_id

NS Id
NS Tenant Id

NS record

..Infvo/ns/ns_id

NS Id
NS Tenant Id

2.6.2 Information Model

H2020-671598
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NFV-O

VnfDependency

NetworkServiceDescriptor

id: string

vendor: string

version: string

vnfdld: string

vnffgld: string

vlld: string

lifecycleEvent: string
vnfDependency: VnfDependency
monitoringParameter: string
serviceDeploymentFlavour:
ServiceDeploymentFlavour
autoScalePolicy: string
connectionPoint: ConnectionPoint
pnfdld: string

nsdSecurity: string

t

*
srcVnfdld: string
targetVnfdld: string

ConnectionPoint

*

-

id: string
type: string

ServiceDeploymentFlavour ConstituentVnf

vnfdld: string

-~
*

% id:string
flvaourkey: string 1
constituentVnf: ConstituentVnf

vnfFlvaourld: string
redundancyModel: string
affinity: string
numberOfinstances: unsigned int

Figure 3: NFV-O information model.

Table 5: NFV-O information model.

Parameter Type

Description

NS Id

ServiceDeploy
mentFlavour

H2020-671598
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NS record

2.6.3 Workflow

Instantiate NS Request (NSD)

Instantiate NS Reply (NS Id) Validate NS Request

Instantiate Internal Network Connectivity Request

Instantiate internal
Instantiate Internal Network Connectivity Ack Network Connectivity

Instantiate VNF (VNFD Id) Here invokes the VNF

__——— instantion workflow on
the VNFM side

For each VNF in

Instantiate VNF Reply (VNF Id) o

the NSD
Instantiate VINF Ack (VNF Id)
Instantiate External Network Connectivity Request
_ . i Instantiate External
Instantiate NS Ack (NS Id) Instantiate External Network Connectivity Ack

. Network Connectivity

Figure 4: NFV-O workflow example: Instantiate NS.
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Terminate NS Request (NS Id)

Terminate NS Reply

For each VNF in
the NSD

Terminate NS Ack (NS Id)

Validate NS Request

Terminate VNF (VNF Id)

Terminate VNF Reply

Terminate VNF Ack (VNF Id)

Terminate External and Internal Network Connectivity Request

Terminate External and Internal Network Connectivity Ack

Here invokes the VNF
termination workflow on
the VNFM side

Terminate Internal & External

Network Connectivity

Figure 5: NFV-O workflow example: Terminate NS.

2.7 VNF Manager

2.8 Analytics for Monitoring

2.9 Local Management Service
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2.10 Multi-tenancy
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3 Control plane architecture

Ea.‘,oun:a Mamt_App ]lMuIl-!amn:Z App Enmg): [T ﬂﬂd CDN EE Mﬂﬁ] [Qrm:sslu_sg App| | MEC |
TTTTNBICTTT O T " Northbound Inferface (NBT T T Tttt NBI -~ C
_____ - JE At B L) SRS .|, .
TP TSR P 1 v
& s6C o
i MANO 1
) (xci :E:
Ial 1 1
= :g:
i gt
5G Core 3 = SG':;::;”
MANO  4—»iBle——» FENNN: - S
= !
1 1 1 1
=4 1y
E: i
= v @
:g: SDN cirl smmge ctrl Computing cirl T
I 1} M o [} 1
P - |§| e £ B
[ ¥ i - o »o [
Control “Sa e baid Tnferacs (S80I o | e
o / ) Soutr!bound Inter\‘ace (SBI] = |__SBI
Plane ".l'"' g WHESins e Gt f -------------- t ---------- "5."'
Data r—v = * e ¥y ¥
Plane - Non-XFE/XPU Crosshaul Crosshaul
Network Crosshaul Nodes Forwarding Processor ?:;Es;godt}as
Cora' 162 ismich, BEU. . ) Element (XFE) Unit (XPU) WES,
INFV1 / VNF5 E
’ = = =
[Hardware I
. -|$.o.r < I
4-
—— Non-Crosshaul interlacel == ===~ 1ONXCE _Fg_nze. Interface _____ _ _C_res_s_hgyl_ggr_nzn_o_n_ﬁ@ms_@gﬂ Interface
— Crosshaul interface L J
External interface | PHY / Link layer | | PHY / Link layer |

Figure 6: 5G-Crosshaul architecture illustration

3.1 High-level architecture (5G-Crosshaul MANO)

H2020-671598



5GXCrosshaul

) NFV-O
o VNFMs
o VIM
Computing ctrl
SDN ctrl

SDN/Computing/Storage controllers

3.1.1 Multi-domain control

Storage ctrl

H2020-671598
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Virtualization

sresnnsanannns annnn

e e

Legacy | | opy SDN ::' .
CX:a domain domain
GMPLS} | 1 sew N Plane
Transport + :
-

:::::}E‘E’!@ﬂ“:‘ﬁ?ﬁﬁi::: '.mﬁﬁix?ﬁ:ﬁ‘m dacs]
— fxtomal minrisce [ n«n_:‘u,g ] 1 PHY | Link layer |

Figure 7: Multi-domain XCI architecture.

3.1.2 Multi-tenant design (XCI recursion)

3.2 XCI design

Mobile Edge Computing
{MEC) apps

: =
3 “
! .
XCl MANO components

Analytics for ||  Network (re} | [ autti-tenant net |,

3
i
b=
S e 1 | : XPU controllers
g _ Topology | Forwarding actions Statistics | ZL (Sota)
g mmWave uW/mmWave || LED-based [ CWDM/DWDM
mesh driver | FH/BH driver || OWC driver driver
Open, standard i/f
(e.g. OF + extensions)

Proprietary i/f & $ $

: s ' s
[ xcre | [ xcre | [ xcre | [ xere | [ xere || xpre || xere |

XPU
(computing/storage)

Figure 8: XCI design.
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SBI drivers
network core services
network applications

H2020-671598
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3.2.1 Alternatives for NFVO/VNFM/VIM
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Table 6: Software platforms used in XCI MANO prototypes.

Functional
Component

Software
baseline

Features / Use case

5G-Crosshaul
partner

3.2.2 Alternatives for storage and computing control

3.2.3 SDN controllers

Table 7: Software platforms used in XCI SDN controller prototypes.

Functional
Component

Software
baseline

Features / Use case

5G-Crosshaul
partner

H2020-671598
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3.2.4 Integration between SDN controller and MANO components
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. NS requests
b
[ Application Logic NFV related requests
logical network topologies & VNFs

Underlying connectivity |

requests /

Network connections between ;'
XPUs for a given set of traﬁ‘icﬂw.'s‘I
|

VIM related requests
VMs, virtual networks, subnets,
virtual ports

SBI
Forwarding configuration based on
transport network technologies

Compute

XFE Node (XPU)
k‘ IT domain
XFE Compute
Node (XPU)

Network
domain

Figure 9: Functional architecture for a generic application requesting NSs
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3.2.4.1 Reference PoC implementation

: _ NSrequests

Underlying connectivity /.-/

requests /'
Network connections between
XPUs for a given set of tra‘f‘ficﬂows/

* OPEN

OpenFlow commands
Forwarding configuration based on
transport network technologies

NFV related requests
logical network topologies & VNFs

VIM (OpenStack

controller) A
openstac

VIM related requests

WVMs, virtual networks, subnets,
virtual ports

0OS Compute

Lagopus Node (XPU)

IXPFE)

Lagopus

N etwo.rk (XPFE) |

domain Lagopus
@ {XPFE})

Figure 10: 5G-Crosshaul reference deployment

openstack
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0S Compute
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Step 1 - Computation of resources allocation

4. Build NET + IT graph
5. Compute resource allocation

IT domain: VM placement (e.g.
availability zone, host)

Network domain: Network paths
between hosts

1. vEPC NS request

Application

NFVO
] VNFM
2. Get network u:;gﬁtms::;;ﬂ (NS specific)
topology (phy)

Number and src/dst of I “ m
network paths depend

on VMs virtual
networks and VMs

8g0pUs — = Node (XPU)
Network |
domain Lagopus H IT domain
H Node (XPU)

Figure 11: Computation of resources allocation workflow

W S Con Application Logic |
mgmt

o4
i
gfenflow:2 1 .»»""’j‘:""
pe N ’_,4-"' ‘,/ P
OS Nova : o~ OS Nova

openflow:1 openflow:3 s

oz |
Figure 12: Computed VMs placement and Network path

H2020-671598



5GXCrosshaul

Step 2 - Creation of NS Virtual Links
@

Application
1. Request NS Virtual Links

NS virtual links are
networks between VNFs.

No physical resources are Z: Requestvirtual networks
phy 4 3. Request subnets VNFN_I
allocated at this stage. 4. Request virtual ports for SAPs (NS specific)
VIM {OpenStack
OoDL
L‘ontmller)

0S Compute
Lagopus I Node (XPU)

‘ (XPFE)

Lagopus
il BN OS Compute
Node (XPU)

(XPFE)
Figure 13: Creation of NS Virtual Links

Lagopus
(XPFE)

Network

domain IT domain
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Metwork Overview

Name  nternz!
D felETdi2-d16b-44259-BE33-05493 790302
Project ID 627 TedB 10952461 154 3caadbi 71 1dGcd
Status  Active

Virtual network
.r’”/

Admin State LFP

OO ik VLAN 147 associated to the virtual network

MTU

Provider Network

Subnets

O Name CioR Mgt port for DHCP

o nternalksubnet 10,150 4 1Pydt
e Port for SAP
Ports

O  HName Attached Device

O (189924Tcc0e 10.150.0.2 network:dhap

DO  (BB0O0STSc-Gac | 10150001 networkrouter_interface

Figure 14: Creation of OpenStack resources for NS Virtual Links
Step 3 - Creation of VNFs

. Fs {with VM placement)
Assumptions: 3. WEquestVNFs {with VM placement)
- VNFs with a single VNFC : l
- VNFs resource allocation : VNEM
managed at VNFM
2. Request virtual ports for VNFs

external connection points
3. Request VMs

VIM (OpenStack
controller)
4. Allocate VMs

5. Configure OVS instances for
intra-host networking

0S Compute
Node (XPU)

La|
Network (fsggl;s { .
dormain BEnE ' IT domain

(XPFE) 0S Compute
Node (XPU)

Figure 15: Creation of VNFs
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openstack”

Project
Instances
Admin
System
Overview
b O Project Host Name Image Name IP Address
2lhii 0O admin compute? vim-test-2 cirros 10.150.0.10
Host Aggregates
O admin compute1 vim-test-1 cirros 10.150.0.9

Network Overview

MName internal
1D fel&T412-d16b-4429-8613-05493 790302
Project ID 6277810992461 194 3caadbiT1 1d6cd
Status  Active
Admin State UP
Shared No
External Network o
MTU 1500
Provider Network  Network Type: van
Prysical Network: internal
Segmentation I0: 147

VMs

in the network

Subnets
O Name CoR
o AR 10.150.0.0/28
Displaying 1 item
Ports
s Fixed IPs Attached Device
10.15002 networkdhp Ports of the VMs
O [EE00519c-Sacd) 10,150.0.1 —ll
o “To1s comprte nova

O (Badibas-diet — 10,1500

compitencva

Figure 16: Creation of OpenStack resources for VNFs

Figure 17: Tagging of traffic between compute nodes
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Step 4 - Creation of the underlying connectivity

2. Build traffic flows with
. e classifiers and paths
I Application

/ \

/ \ NFVO
3. Request network connections / )\

\
{with traffic flows specs) / 1. Get \.'N\gts’ VLAN

IDs and VMs’ MAC VNFM
.-‘j addresses ' (NS specific)

1l
VIM (OpenStack
controller]

4, Create flow rules based
on XPFE pipeline

05 Compute

Lagopus Node (XPU)
> IXPFE)
Lagopus
Netwctrk (XPFE) ' |
domain Lagopus 5
[XPFE) 05 Compute

Node (XPU)

Figure 18: Creation of the underlying connectivity

IT domain
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bﬁmﬁ  Col ' | Application Logic [
mgmt
&

" OSNova |

T

apenflow1 openflow:3

Ivlan l | j Iout—vlan le;n ‘ I lvlan ‘ ‘ j

Figure 19: Configuration of underlying network connectivity at the XPFE data plane

3.2.4.2 Customization of NS provisioning workflows

Algorithms for Resource Management
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Application

NFVO
VNFM
(NS specific)
VIM (OpenStack
controller)
IT only

RMA IT onf
Application mon y

NET only SRERE NET only
RMA (NS specific) RMA

Option 2 Option 3
Figure 20: Options for resource management integration

Additional functions in provisioning workflow
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Compute resource allocation
(energy-aware algorithms)

‘ Create NS virtual links |

‘ Create VNFs |

Setup underlying
connectivity

Figure 21: EMMA workflow

3.3 Deployment models of XCI
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Administmglm boundaries

SDN Controller

SDN Controller H | SDN Controller |

SDN Controller SDN Controller

I A
j SON Controller : \.I Orch

SON Contraller H SDN Controller

P -0 ﬁl
|
| il
[ T4 | ﬁ
| emert l et
Element [ Element Element
- Robustness

Vendor or technology

segmentation v High Availability Cluster

Figure 22: Common SDN controller arrangements, combining hierarchical and peer models.

3.3.1 Basic SDN controller interconnection models

3.3.1.1 Peer or flat model

3.3.1.2 Hierarchical model

3.3.2 Generalizing hierarchical SDN controller interconnection models
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e Network segment splitting.

e Vendor constraints.

¢ Redundancy, high availability, robustness.

e Widest definition and scope of “domain”.

e Fitness for purpose.

e Administrative domains, control, and ownership.

e Confidentiality.

e Domains of applicability.

e Provisioning workflows.
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A main, direct consequence of the previous consideration and analysis, is that, in
general, a given deployment of a carrier class SDN-based control architecture for 5G
services (which combine heterogeneous networking/cloud
infrastructure spanning multiple network segments and/or technological domains and
vendors) will not correspond to a pure hierarchical or flat but will present a
combination of centralized/distributed and hierarchical/flat/peer models constrained by

the identified requirements and actual implementation choices (see

resources over an

).

Domain

Domain (Network Segment, Administrative,...) 5

<+ + Domain <+

Orchestrator

Vendor1 Vendor2
Controller :

OpenFlow,
Netconf // //
REST,...

Sub-Domains ]
‘endor Seqr

Network

Element

h
Peef Model | Domain g
"1 (Muilti-Laye
: .u:. ) ,J:m-? l Multi-Layer 9=
|_Orchestrator | 4 =
Orchestration § ]
Layer H a g
Controller J g 2]
- ayer g =
Jl Parent =
Hierarchical e
Control LayerC TayerL
Child Child
Conty ‘ Controller CTRL
E PLANE _ _
I I T N et ettt St = R L
EE T | || P | _Layer HData Plane Link Network DATA
| ¥ Element PLANE

Data Plane

[ ¥ [ ¥
Network Network
Element Element

Layer L

Layer L domainl

Layer L domain2 ~

Figure 23: Example of SDN control within a mixture of administrative, technological and
vendor domains, showing different peer and hierarchical modes.

3.3.2.1 Hierarchical SDN approaches based on the definition of domain

Table 8: Main use cases for hierarchical SDN controllers

Case examples Remarks in Hierarchical SDN architectures.

Deployments
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Forests models

3.3.2.2 Hierarchical SDN approaches based on API classes

Table 9: Hierarchical SDN Controllers classified by APIs

Uses Remarks

~ “By design”.
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~ ““By agreement”.

3.3.2.3 Integration of Child and Parent Controllers

Centralized network orchestration

Technology abstraction

H2020-671598
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Parent SDN Controller

COP client
G e o i COP S e S >
COP server COP server COP server
Wireless SDN Controller A Optical SDN Controller Wireless SDN Controller B
mmWave/WiFi optical domain mmWave domain
domain

Figure 24: The hierarchical 5G-Crosshaul model: Integration of per-technology child SDN
controllers with a centralized parent SDN orchestrator.

Topology Services

Path Computation Services:

Call Services:
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callid

callid

callid,
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4 Control Plane Algorithms

4.1 Power Consumption Model of Docker Containers

4.1.1 Testbed and Applications

CPU test:

Network test:
iperf

Network test with multiple client containers:

iperf

H2020-671598
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4.1.2 Experimental results and power consumption model

Power consumption vs. CPU utilization.

F%PU = Z+

Pcpu yA

Power consumption vs. data rate.

P =— d + d+
d
iperf
Power Consumption vs. number of containers:
P =19.1632 + 5.3975log,on
n
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Figure 25: CPU test: Power consumption vs. CPU utilization
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Figure 26: Network test: Power consumption vs. data rate
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40
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20

CPU Utilization of Docker (%)

10

0

Figure 27: Network Test: CPU utilization vs. data rate

30

25

Power Consumption by Docker (W)
o

Figure 28: Network test: Power consumption vs. number of containers

02 03 04 05 06 07 08

Oftered Data Rate (Gbits’s)

Logarithmic Fglgllg —

-

204"

2 3 456 7 8 9 1011 12

Number of Client Containers

4.1.3 Comparing Docker Containers and VMs

Overhead test:
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CPU test
P = 0.0166z + 5.0444
P =0.0175z + 4.9091
P Zi
Network test: iperf

P = —1.6605r% + 3.7237r + 0.5822

P = —12.8815r% + 22.2558r + 3.2318
P r
Memory Test:

Disk 10 Test:
Flexible 10 (fio)

P = 4.806exp(—0.1014x) + 2.848exp(0.0007232x)
P = 1.857exp(0.0009083x)
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L =209.3exp(—1.076x) + 5.151exp(—0.015x)
L =7.174exp(—0.07104x) + 4.496exp(—0.0073x)
L X

Docﬁ;

Power Consumption (W)
w

1 2 3 4
Number of Docker containers/'VMs
Figure 29: Overhead test: power consumption vs. number of containers/VMs
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15
=
% 12 e
8 R
Z 9 g
§ .{.’_'..--
s 3

0

0 100 200 300 400

CPU Utilization of Docker (%)

Figure 30: CPU test: power consumption vs. number of containers/VMs

20 Polyromal  ing (Bocken ——
N Polymnialaggt;;gorﬁ -

12 e Ty
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(-]

0
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Figure 31: Network test: power consumption vs. data rate
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1.5

Docker
Virtual Machine

1.2
0.9

0.6

Power Consumption (W)

0.3 S T S

0 0.2 0.4 0.6 0.8 1 1.2
Memory Utilization (GBytes)

Figure 32: Memory Test: power consumption vs. memory utilization
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Figure 33: Disk 10 test for 10 GB file size: power consumption vs. block size
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19 Exponential Fitting (Docker) e
E nenhal me VM)
8 A P0 nual Mgéhme
8
g 6
E
X
j .1"
2
0
4816 32 64 128

Block size (KBytes)

Figure 34: Disk 10 test for 10 GB file size: latency vs. block size

Table 10: Models accuracy

Test

Figure | Average Validation
Error (%)

Training Error

4.2 Network Optimization Model
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Source 1

Source 2

Source 3

Internet

Figure 35: General scenario to optimize

Intemnet

Internet
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XPU,

Number of sources = 8

9 T T T T 5
8 4.5
14

b 135

(6]
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8 ¥ ¥ * = 4

Esl
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Figure 36: XPUs to satisfy RU traffic

number of XPUs used
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5 Data plane architecture

5.1 Architectural Framework

1 XCF «:(CF(— {(CF(— XCl domain s

I
I
I
I
I
AF: Adaptation Fulncticm
RU: Radic Unit
DU: Distributed Uhit
CU: Central Unit ™ o o o o o o o o o e e e e e e e
KCF: 5G-Crosshaul Common Frame Green blocks: Radio Access
XCSE: 5G-Crosshaul Circuit Switching Element Blue Block:  Transportfunctions
XFE: 5G-Crosshaul Forwarding Element Red Blocks: Processingfunctions
XPFE: 5G-Crosshaul Packet Forwarding Element Dashed lines indicate connections or blocks, thatare
¥PU: 5G-Crosshaul Processing Unit possiblebut not included inthe current scope

Figure 37: 5G-Crosshaul data plane architecture [5].

5.2 XFE design
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5.2.1 Circuit Switching (XCSE)

5.2.2 Packet Switching (XPFE) and the XCF

5.2.2.1 MAC-in-MAC XCF as baseline

H2020-671598
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802.1ah I-TAG TCI

MAC-in-MAC template

802.1ah B-VID ( 802.1ah I-SID ) 802.1Q C-Tag
48 48 16 31 12 6 3113 24 48 48 16 31 12 16 N 32
P|D| P|D|U[R P|D
B-Dst B-Src C-Dst C-Src Ether
Address Address TPID |C|E| VID | TPID |C|E|C|s| I-SID Address Address TPID |C|E| VID Type Payload CRC/ FCS
Pl P|I]|Alv Pl
Ethernet Il header with EDP-encoded B-VID and I-SID tags Ethernet Il header with EDP-encoded C tag

Figure 38: MAC-in-MAC header
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802.1ah I-TAG TCI

MAC-in-MAC template

802.1ah B-VID 802.1ah I-SID N 802.1Q F-Tag 802.1Q C-Tag
48 48 16 31 12 6 3113 24 48 48 16 316 6 16 16 31 12 16 N 32
P(D| P|D|U|R P|D| Res P(D|
BDst BSre | i |cle| vio | D |c[e|c|s| ks | CP S | rpip |cle|env|TT| W | hip |c[e| vip | Ether Payload CRC/ FCS
Address | Address Address | Address Hash Type
Pl P|I|Alv P|I| ed Pl
Ethernet Il header with EDP-encoded B-VID and I-SID tags Ethernet Il header with EDP-encoded F and C tags

Figure 39: F-tag

52.2.2 MPLS(-TP) as XCF
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MPLS-TP frame

48 48 16 31 12 16
DA SA TPID (F; E VID TPID MPLS Packet
Pl 0x8847
P |
—— 1
‘‘‘‘ |
———————— a
P 1
20---371 8 20 31 38 32 |
T E E PW control word
Label | |O| TTL | Label |.|O| TTL oW Payload
C (optional)
S S
N A A J
LSP label PW label PW control word

Figure 40: MPLS-TP headers
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5.2.2.3 Data Plane Implementation

@/’
o>

receive

ports

ring buffer ring buffer

Figure 41: Lagopus internal strucuture

transmit
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0008 high

@E‘Iu

O |9
@/ receive §
O / e

mans

A

L
|
T
= [ |2
Y

transmit

OpenFlow
pscp, oW set_queue
ports ring buffer ring buffer
Figure 42: Lagopus enhanced with additional ring buffers
n
n
5.2.3 Adaptation function

H2020-671598
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5G-Crosshaul Adaptation Function (XAF)

|Etherr|et” NGFI H CPRI ‘ ‘Ethernet” ROADM” DWDM| | vPhX H vPhY |

Figure 43: 5G-Crosshaul Adaptation Function [1]

Adaptation
function
CONTROLLER LOCAL
— L
XCE Lr Other packet
[3 [ 1 format
Dataplane

Figure 44: XAF as OpenFlow switch

5.3 Quality of Service
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Table 11: Traffic Classes

PCP

Traffic class

service
class/priority

Comment
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5.4 Operations Administration and Management (OAM)

stateful
stateless

1) Connectivity Check:

2) Loopback:

H2020-671598
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3) Link Trace:

5.4.1 In-band control

H2020-671598
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5.4.1.1 Secure Bootstrapping

H2020-671598
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5.4.1.2 Bootstrapping phases

A) Establish connectivity to the control network and Retrieve connection
identifiers of a SDN controller and of elements of a PKI
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B) Authenticate to CA and update certificate

H2020-671598
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XPFE RA/CA

[
’ 1. Discover RA/CA address ‘
|

’ 2. Generate private/public key pair ‘

’ 3. Sign Initialization Request (ir) ‘

————A. Initialization Request (ir)————

’ 5. Authenticate Initialization Request (ir) ‘

’ 6. Generate OF-switch certificate ‘

’ 7. Sign Initialization Response (ip) ‘

[«———8. Initialization Response (ip)

’ 9. Authenticate Initialization Response (ip) ‘

l 10. Sign Certificate confirm (certconf) ‘

——-11. Certificate confirm (certconf)——{

’ 12. Authenticate Certificate confirm (certconf)‘

’ 13. Sign Confirmation (pkiconf) ‘

l«—14. Confirmation (pkiconfy———
l 15. Authenticate Confirmation (pkiconf) ‘

Figure 45: Example message flow for OF switch enrolment [39]

C) Establish secure connection to the SDN controller

D) Register at the SDN controller by instantiating an OF session
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5.4.1.3 In-band signaling for wireless nodes to join SDN network

H2020-671598
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‘e SP
. GATEWAY
Node 4 %
(leaf) ‘e \
.O
PCP e PCP PCP
v 4 <« 402 « v 2/ o %%I
%wZHU)‘.......ﬂ%H4m(|7)‘......>%|d4m8 ESDN
PCP PCP PCP CONTROLLER
Node 1 Node 2 Node 3
(new) (relay) (GW) = wired

(oo . oo) wireless

Figure 46: 4 Node SDN-Controlled network

5.5 Synchronization
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Master Clock Time

Sync message

Follow_Up message
containing value of t,

Delay_Req message

Delay_Resp message
containing value of t,

time

y \

Slave Clock Time

Data at
Slave Clock

Figure 47: Synchronization with PTPv2.
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6 Southbound interface design

6.1 OpenFlow and Adaptation Function

PUSH_PBB POP_PBB

PUSH_PBB
PUSH_PBB
PUSH_VLAN PUSH_PBB
set-field
POP_PBB
POP_PBB
POP_VLAN
PUSH_VLAN
POP_VLAN

6.2 OpenFlow and XPFE
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Table 12: OpenFlow support for MAC-in-MAC fields: match and set-fields

Field

OF version

Comment

Optional:

Optional:

Optional:

Optional:

Optional:

OUTPUT

SET_QUEUE

DROP

H2020-671598
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6.3 XPFE Flow Pipeline

[ ]
[ )
[ ]
t,n
t,0 t1 t,2 t3
Prlorl.ty_t Ingress_VI ACL Rl LZMQastE
agging | —»| D ] —»] ntries
VLAN_VI
VLAN_PCP VLAN VID IN_PORT, metadata metadata
(DscP, ..) - ETH_SRC, (priority) T4 (UNI/NNI) tY
VLAN_VID
) L2_Custo Enca
Identify — p
tenant |
ETH_DST, ETH DST, EgressPor
IN_PORT tunnel_id tunnelid L
3 L 251 -
To
Controller Decap PCP
metgdata
0 VLAN_VID Inriirir\l\
(1-SID) 252 253
Frametyp K
- L2_Provid
Enqueue
er ]
OF_table_number(t,i)= t*8+i+3
ETH_DST, 0..3: common ingress tables ETH DST
IN PORT 252..255: common forwarding &egress tables _
_| VLAN_VID VLAN_PCP

Figure 48: XPFE Open Flow Pipeline
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6.4 XPFE Configuration
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» Frame 534: 98 bytes on wire (784 bits),

98 bytes captured (784 bits)

» Ethernet II, Src: RealtekU b6:5d:38 (52:54:00:b6:5d:38), Dst: RealtekU ba:79:be (52:54:08:ba:79:be)
» Internet Protocol Version 4, Src:

v OpenFlow 1.3

4

Version: 1.3 (8x04)

Type: OFPT_FEATURES_REPLY (6)
Length: 32

Transaction ID: 181
datapath_id: @xPE0E0BOEECEOOE04
n_buffers: 65535

n_tables: 255

auxiliary id: @

Pad: @

capabilities: 0xB@000O4T

Reserved: 0x00000000

192.168.122.
» Transmission Control Protocol, Src Port: 33116 (33116),

154, Dst: 192.168.122.5
Dst Port: 6633 (6633),

= OFPC_FLOW_STATS: True

OFPC_TABLE_STATS: True
OFPC_PORT_STATS: True
OFPC_GROUP_STATS: True

= OFPC_IP_REASM: False

OFPC_QUEUE_STATS: True
OFPC_PORT_BLOCKED: False

Figure 49: OFMP_FEATURES_REPLY

Seq: 17, Ack: 25, Lenm:

H2020-671598
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x Wireshark - Packet 675 - lake7

» Ethernet II, Src: JetwayIn c9:T@:bb (80:38:18:c9:T0:bb), Dst: RealtekU_ 41:fTe:45 (52:54:00:41:Te:45)
» Internet Protocol Version 4, Src: 10.5.1.27, Dst: 18.5.1.51
» Transmission Control Protocol, Src Port: 52329 (52329), Dst Port: 6633 (6633), Seq: 1505, Ack: 177, Len: 336
¥ OpenFlow 1.3
Version: 1.3 (0x0B4)
Type: OFPT_MULTIPART_REPLY (19)
Length: 336
Transaction ID: 6
Type: OFPMP_PORT_DESC (13)
» Flags: OxE000
Pad: 0000000
¥ Port
Port no: 5
Pad: ceeeeeRe
Hw addr: JetwayIn c9:f0:bc (80:30:18:c9:T0:bc)
Pad: 0008
Name: :port@s
» ConTig: @x00000008
» State: Ox00008004
v Current: O9xQ0800028
0 = OFPPF_10MB_HD: False
f OFPPF_10MB_FD: False
.0.. = OFPPF_10G6MB_HD: False
el ddee Ween AL SR wdedsee Bas. =-0FPPE_108MB_FD: False
o) QEPDE 4 :
I e+ e+ eeee o eene eees waew w.dl. .... = OFPPF_1GB_FD: True I
S s A = - y
..+ B... .... = DFPPF_40GB_FD: False
...8 .... .... = OFPPF_100_GB FD: False
LoB. ... wi.. = OFPPE_ATB FD: False
.B0.. .... .... = OFPPF_OTHER: False
S SR R OFPPF_COPPER: False
...8 ..., ..., ... = DFPPF_FIBER: False
..B. ..., .... .... = OFPPF_AUTONEG: False
g o o OFPPF_PAUSE: False
e mms wpenew spsnsie Bawsr woe s wses e — OEPPE_PAUSE (ASYM:- False
» Advertised: @x00080000
» Supported: BOx80000800
Pear: 0x00000000
Curr speed: 1000000

? .
1]

@
1]

©
i

Figure 50: OFPMP_PORT_DESC
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grouping flow-node-connector {
description "Wrapper of openflow port. ';
uses port:flow-capable-port;

}

augment "/Zinv:nodes/inv:node/inv:node-connector' {
ext:augment-identifier
"flow-capable-node-connector";
description
"Openflow port into inventory tree.";
uses flow-node-connector;

6.5 XCSE Configuration

16
o =_ L |comuooun (CPRI 25Gbi
31 Line 1 Linel |8 2 oL
5 5 | [eRove
T I W [moTusen
2 Line 2 : 2
42 Line Line2 |8 ; T
I — ETH 0
1 TDM s
» switch 8 | [cemoom
A3 Line 3 Gine:d . 1®
L n =
— HOT USED
el 12
A L lemn
Line 4 . : s
24 Line 4 5
e ing » ‘ﬂ
—_ Clientsite
Line site

Figure 51: XCSE model
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7 Fronthaul split

7.1. High Split (PDCP-RLC)
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Control Plane

NAS [T™ e
RRC RRC S1AP
PDPC PROPRIE PDCP SCTP
RLC RLC | FH Protocol FH Protocol P
MAC MAC IP IP MAC
PHY PHY Ethernet Ethernet Ethernet
PHY EMULATION
UE RU fronthaul DU
User Plane
Application |"" st
IP
PDPC PROPRIET PDCP GTP-U
RLC RLC | FH Protocol FH Protocol UDP
MAC MAC IP IP IP
PHY PHY Ethernet Ethernet Ethernet
PHY EMULATION
UE RU fronthaul DU
Figure 52: The protocol stacks of the High Split
7.2. Low Split (MAC-PHY)
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NAS | Control Plane
RRC RRC S1AP
PDPC PDCP SCTP
RLC RLC 1P
MAC MAC
MAC
PHY PHY FAPI FAPI
RF , RF Ethernet Ethernet Ethernet
PHY EMULATION
UE RU fronthaul DU
Application |- User Plane
IP
PDPC PDCP GTP-U
RLC RLC UDP
MAC MAC P
PHY PHY FAPI FAPI
RF RF Ethernet Ethernet Ethernet
PHY EMULATION
UE RU fronthaul DU

Figure 53: The protocol stacks of the low split
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8 Project KPIs

8.1 Objl: Design of the 5G-Crosshaul Control Infrastructure (XCI)

Table 13: Objectivel and KPIs within WP3

S5SGPPP KPI Impact

Benchmark

Measurements

Hierarchical control in the XCI:
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Support for energy management in the XCI:
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e 4
-<-\'\ .K I /;7 __— Core nodes & BBUs
S

-I -\-/- Maximum number of nodes

that can be switched off: 6
out of 51 (around 12%).

BBUs only

Figure 54: Active (blue) vs. idle (grey) networks nodes in a realistic regional network with full
traffic matrix active

8.2 ODbj2: Specify the XCI’s northbound (NBI) and southbound (SBI)
interfaces

Table 14: Objective2 and KPIs within WP3

5GPPP KPI Impact Benchmark Measurements

Path provisioning for VNFs
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Provisioning Time
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Figure 55: Provisioning time of a network connection
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Deletion Time

SECONDS

Figure 56: Deletion time of a network connection

Service deployment in CDN networks:

End-to-end path provisioning support

H2020-671598 117



5GXCrosshaul

™ e M. Application (RMA) APPUCATION PLANE
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Figure 57: Experimental setup of an multi-domain data plane.

0025 oetup Delay - E2E multidomain, Wireless/Optical provisioning

f A [ — ABNO_PARENT_COF|

0.020 0.8
£
E >
o =
& 5
1 0.015 069
I Al
° g
@ o
N o010 0.4
[is} [V
£ ]
= Q
o
= 0.005 0.2

0.00 0

3.0 3.1 3.2 3.3 3.4 35 3.6 3.9

Seconds

Figure 58: Histogram and CDF of the setup delay seen by the ABNO
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Table 15: End-to-End Path setup Delay in a multi-domain environment.

8.3 Obj3: Unify the 5G-Crosshaul Data Plane

Table 16: Objective3 and KPIs within WP3

S5GPPP KPI Impact

Benchmark

Measurements

Latency depending on load

8.4 Obj4: Develop physical and link-layer technologies to support 5G

requirements
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Table 17: Objectived4 and KPIs within WP3

5GPPP KPI Impact Benchmark Measurements

8.5 Obj5: Increase cost-effectiveness of transport technologies for
ultra-dense access networks

8.6 Obj6: Design scalable algorithms for efficient 5G-Crosshaul
resource orchestration

Table 18 : Objective6 and KPIs within WP3

5GPPP KPI Impact Benchmark Measurements

8.7 Obj7: Design essential Crosshaul-integrated (control/planning)
algorithms
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8.8 0Obj8: 5G-Crosshaul key concept validation and proof of concept

Table 19: Objective8 and KPIs within WP3

S5GPPP KPI Impact

Benchmark

Measurements
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8.9 Use of developed components in demonstrations

Table 20: List of Experiments in D5.2 [20]

Number

Name
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Table 21: Use of XCI components in experiments

Component Section | Experiment
Table 22: Use of dataplane components in experiments
Component Section | Experiment
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9 Conclusions
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11 Appendix I: Northbound interface design

11.1 Provisioning and Flow Actions

11.1.1APIs

Table 23: Provisioning and flow actions API: flow rules in physical devices.

Prot. Type URI Parameters
.Isdn_ctrl/flows/{no node_id
de_id} .
table_id
flow_object
.Isdn_ctrl/flows/{no i
de_id}/{table_id} flow_id
.Isdn_ctrl/flows/{no node_id
de_id}/{flow_id} .
table_id
flow _id
.Isdn_ctrl/flows/{no
de_id}/A{table_id}/{f
low_id}
.Isdn_ctrl/flows/{no table_id
de_id} .
node_id
flow_object

.Isdn_ctrl/flows/{no
de_id}/{table_id}
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.Isdn_ctrl/flows/

.Isdn_ctrl/statistics/ node_id
flows/ )
{node_id}/{port_id} port_id
/
[ ]
[ ]
/sdn_ctrl/streams/f event_id
lows/{event_id}
.Isdn_ctrl/streams/f event_id
lows/{event_id}
event_id

event_object

11.1.2 Information Model
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SDN Ctrl

ctrl_id

Capabilities

|

port_id

Action
forw ¢

ding rule

1
0.1

flow_id
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time out
pricrity

ket counte

flow_instructions

meter

=

Flow Table 0.1

table_id

Tech-specific-params

Tach-specific-params

Tech-specific-params

Figure 59: Provisioning and flow actions information model.

Table 24: Provisioning and flow actions information model.

Parameters

Type

Description

node_id

table_id

port_id

flow_id

flow_object
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event_id

event_object

11.1.3 Workflow
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1 1
| |
| |
| |
| until all flow rules are created |
| |
p————POST fsdn_ctrl/flows/{node_id}———
[

[ St POST reply: I()\-.l_i-.':—————————————I
| |
| |
| |
: GET fsdn_ctrl/flows/{node_id}/{table_id} b:
Em————————— GET reply: flow_object——————————— -

———————POST /sdn_ctrl/streams/flows/{event_id}————
| |

- ~GET POST: URL- — — — — — — — — — — — — - Subscribe to the notification
: : service for event_id

.
b WEBSOCKET Subscribe: URL————— !

! I
! I
! I
' |
: until WEBSOCKET closes :
! I

= ———— WEBSOCKET asynchronous notification event— — — — — — =
|
|
|
|
|
|
|
———DELETE /sdn_ctrl/flows/{node_id}/{table_id}/{flow_id}———

|

[ .

= DELETE reply: Success or Failure
|

|

Figure 60: Flow actions example.

11.2 IT infrastructure and inventory

11.2.1APIs

Table 25: IT infrastructure and inventory API.

Prot.

Type

URI Parameters

.Jitlvms type tenant_id
.Jit/tenant/{tenant_id}/vms i
vm_list
.Jitlvms?type=""type”
itf{tenant_id}/vms?type=""typ
e"
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dittvm/{vm_id} vm_id
vm_object
vm_id
Jitlvm vm_object
Jit/tenant/{tenant_id}/vm )
tenant_id
tenant_id vm_id
Jittvm/{vm_id} vm_id
Jit/tenant/{tenant_id}/vm/{vm )
_id} tenant_id
vm_object
vm_id
dittvm/{vm_id} vm_id
Jit/tenant/{tenant_id}/vm/{vm )
_id} tenant_id
tenant_id
vm_id
Jit/tenant/{tenant_id}/os_host tenant_id
tenant_id
Jit/tenant/{tenant_id}/os_host tenant_id
s/{host_name} host_name

host_object

host_name
Jit/tenant/{tenant_id}/os_host tenant_id
s/{host_name}/start host name
host_name tenant_id
it/tenant/{tenant_id}/os_host tenant_id
s/{host_name}/shutdown host name

H2020-671598
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host_name tenant_id
.it/tenant/{tenant_id}/os_hype tenant_id
rvisors Hypervisor_list
tenant_id

.it/tenant/{tenant_id}/os_hype tenant_id
rvisors/{hypervisor_id} hypervisor_id

hypervisor_object

11.2.2 Information Model

IT Infrastructure
and Inventory

IT Infrastructure

Compute

and Inventory Node

id
hypervisor_info

network_id
hypervisor
node_id
endpoint_id
Virtual flavour
Network 2

Figure 61: IT Infrastructure and Inventory information model.

Table 26: IT infrastructure and inventory information model.

Parameters | Type Description

vm_id
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vm_object

type

11.2.3 Workflow

network service layout,
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e o

|

|

|

|

| ]

|_create_netserv_layout() I
|

POST ../it/tenant/(tenant_id}/network_layoutgb}

(2)

1

create subnet to allocate network

service layout

loop

until all VMs are created or failure creating VM |
POST ../it/tenant/{tenant_id}/network_layout/{network_layout_id}/vm———»

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

| |

| |

| |

k& —netservice_layoutlD — }
|
|

. |
oy POSTreply:vm_id———————-————-————— 7
|
| |
|
} I a) PUT ../it/tenant/{tenant_id}/vm_id—————————P
| | |
I K-—mmm oo PUT reply: Success or Failure- = — = == === ————— -
|

delete_netserv_layout(id

(4) DELETE ../it/tenant/{tenant_id}/network_layout/{network_layout_id}/vm——p
|

< —-Success or Failure™ —

|
|
|
|
|
|
|
] S PUT reply: Success or Failure- ————————————— A
|
|
|
|
|
|
|

Figure 62: IT infrastructure and inventory workflow example.

11.3 Statistics
11.3.1 APIs
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Table 27: Statistics API.

Prot. Type URI Parameters
.[stats/{tenant_id} tenant_id
stats -
list of stats
.[stats/{tenant_id}/ tenant_id
stat_id}/samples
tstat id} P stat_id
stat
.Istats/{tenant_id}/ tenant_id
stat_id}/samples
tstat_id} P stat _id
samples
list of meters
.[stats/{tenant_id}/ tenant_id
{stat_id}/statistics ]
stat _id
stat_info
stat_info
.[stats/{tenant_id}/ tenant_id
{stat_id}/statistics/f .
stat_id

unctions

List of aggregate functions XClI
can perform

.[stats/{tenant_id}/
{stat_id}/alarms

alarms
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.Istats/{tenant_id}/ tenant_id
{stat_id}/alarms/{al )
alarm_id
alarm_info
.[stats/{tenant_id}/ tenant_id
{stat_id}/alarms/{al )
arm_id} stat_id
alarm_id
.Istats/{tenant_id}/ tenant_id
{stat_id}/alarms/{al )
arm_id} stat_id
alarm_id
tenant_id
stat_id
alarm_id
alarm_info
11.3.2 Information Model
tenant_id.
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Statistics

alarm_info

*
alarm_id: string
event: string

sample

1 stat_id: string
tenant_id: string

% timestamp: datetime
type: string
Tenant unit: string
1

1 M stat_id: string metadata: string

) - tenant_id: string source: string
tenant_id: string . N .
. . resource_id: string resource: resource_id
description: string .
. type: string
status: string . .
unit: string

1

stat_id: string
tenant_id: string
aggregate: string
count: int32
start_time: datetime
end_time: datetime
groupby: string
max: float

min: float

sum: float

unique: float array
density: float array
unit: string

Figure 63: Statistics information model.

Table 28: Statistics information model.

Parameter | Type Description

stat_id

tenant_id.

tenant_id

alarm_info alarm_id

sample stat,

stat_info

H2020-671598

139




5GXCrosshaul

aggregate

11.3.3 Workflow

stat_id

GET /stats/{stat_id}/statistics %}

]

I

|

|

| . .

| Aggregate samples in stat_id

| according to stat_info parameters
|
|
|

==Set)an alarm on stat_id based
loop | .
| onalarm_info parameters
| i |
until websocket closes ) <
Ke—— === === PUT reply: Success or Failure= ——————————— — —

Event triggers alarm
|

|

|

| |
| |
} }
' DELETE /stats/{stat_id}/alarms/{alarm_id}j—————————— P
< ————— DELETE reply: Success or Failure ——— —————— —— — — -

Figure 64: Statistics workflow example.

11.4 Virtual Infrastructure Manager and Planner
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11.4.1APIs

Table 29: Virtual Infrastructure Manager and Planner API.

Prot. Type URI Parameters
.vimap/ vm_object
tenant/{tenant_id}/ _
vm/create_vm tenant_id

vm_id
tenant_id.
..Ivimap/ vm_id
tenant/{tenant_id}/ _
vm/{vm_id} tenant_id
vm id vm_object
tenant id.
.Ivimap/ ]
tenant/{tenant_id}/ vm_id _
vm/{vm_id} tenant_id
vm_id
tenant_id.
.Ivimap/ )
tenant/{tenant_id}/ vm_id _
vm/{vm_id} tenant_id
vm_object
vm_id
vm_object
tenant_id
.Ivimap/ ]
tenant/{tenant_id}/ tenant_id
vm filter

JSON_Object (
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tenant_id
./ vimap / vm_list
tenant/{tenant_id}/
vm?filter={*networkld”:”
netl”}
netl
..Ivimap/ :
. tenant_id
tenant/{tenant_id}/ -
connectivity service/create call_object
_call ]
tenant_id
call_id
call_object
tenant_id.
.Ivimap/ .
. tenant_i
tenant/{tenant_id}/ ¢ _—d
connectivity_service/{call_ call_id
id} call_object
call_id
tenant_id.
.Ivimap/ .
. nant_i
tenant/{tenant_id}/ tena _t—d
connectivity_service/{call_ call_id
id} call_object
tenant_id
call_id
.Ivimap/ :
tenant/{tenant_id}/ tenan-t_ld
connectivity _service/{call_ call_id

id}
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tenant_id.

.Ivimap/
tenant/{tenant_id}/
connectivity_service

tenant_id

connectivity_service_list

tenant_id

..Ivimap/ .
tenant/{tenant_id}/hypervis tenant_-|d _
or/{hypervsisor_id} hypervisor_id

hypervisor_object

hypervisor_id

tenant_id.
..Ivimap/ .
tenant/{tenant_id}/hypervis tenant_id
or

hypervisor_list

tenant_id.

.Ivimap/ .
tenant/{tenant_id}/ tenant_|d-
network_topology/{networ network_id
k_id}

network_object

network_id

tenant_id.
.Ivimap/ .
tenant/{tenant_id}/ te-nant_|d'
Slice_provisioning_service slice _object
[create_slice

tenant_id

. . lice_i
slice_object slice_id

tenant_id.
..Ivimap/ .
tenant/{tenant_id}/ te-nant._|d
Slice_provisioning_service slice_id
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Hslice_id} slice _object

slice_id tenant id.
.Ivimap/ .
tenant/{tenant_id}/ te-nant-_ld
Slice_provisioning_service slice_id
Rslice_id} slice _object

slice_id tenant_id

slice_object.
.Ivimap/ .
tenant/{tenant_id}/ te-nant'_ld
Slice_provisioning_service slice_id
Hslice_id}
slice_id

tenant_id.
.Ivimap/ tenant_id

tenant/{tenant_id}/
Slice_provisioning_service

tenant_id.

slice_objects_list

.Ivimap/
tenant/{tenant_id}/
NetworkServiceSupportLay
out/create_ netserv_layout

netser_layout_object
tenant id

tenant_id
netserv_layout_object

tenant_id
netserv_layout _id

.Ivimap/
tenant/{tenant_id}/
NetworkServiceSupportLay
out/{ netserv_layout_id}

netserv_layout_id in
tenant id.

tenant_id

netserv_layout_id

netserv_layout_object

.Ivimap/
tenant/{tenant_id}/
NetworkServiceSupportLay
out/{ netserv_layout_id}

tenant_id
netserv_layout_id
netserv_layout_object
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netserv_layout _id
netserv_layout_object

tenant_id
.Ivimap/ :
tenant/{tenant_id}/ tenant_id _
NetworkServiceSupportLay netserv_layout_id
out/{ netserv_layout_id}

netserv_layout_id

in tenant_id.
Nimap/ tenant_id

tenant/{tenant_id}/
NetworkServiceSupportLay

out
netserv_layout_objects_lis
t

tenant_id.

.Ivimap/
tenant/{tenant_id}/
streams/ network_id

topology_update/

tenant_id

{network_id}

.Ivimap/
tenant/{tenant_id}/ _
streams/ call_id

tenant_id

connectivity_service_updat
e/{call_id}

.Ivimap/ call_object
tenant/{tenant_id}/
streams/
connectivity_service_updat
e/{call_id}

call_id.
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11.4.2 Information Model

network_service_layout

VIMaP

tenant

slice

tenant_id

1 *|

slice_id

Virtual Network
A

Net_Service_Layout

network_service_layout_id

call_id

Figure 65: Virtual Infrastructure Manager and Planner information model.

Table 30: Virtual Infrastructure Manager and Planner information model.

Parameters

Type

Description

tenant id

vm_id

vm_object
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call_id

call_object
b ;
i ;
[ ]
[ ]

Slice _object

netserv_layo
ut _object
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11.4.3 Workflow

| (1) |
IfPOST /vimap/tenant/{tenant_id}/NetworkServiceSupportLayout::create_netserv_layo ut()%:

[—
allocate net_serv_layoutin phy infrastrucutre
through SDN and Compute controllers

(2) :
:7GET /vimap/tenant/{tenant_id}/NetworkServiceSupportLayout/{netservice_layoutiD}—»!
| (3) |
K ********** GET reply: netservice_layout_object_parameters —————————— JI
| |
:7PUT /vimap/tenant/{tenant_id}/NetworkServiceSupportLayout/{netservice_layo utID}—V:
| 1
| (4) update net_serv_layoutin phy infrastrucutre
: through SDN and Compute controllers
| |
C——— === === GET reply: Success or Failure— — ——————— = — — — — — A
:—DELETE /vimap/tenant/{tenant_id}/NetworkServiceSupportLayout/{netservice_layo utID}—P:
| |
| (5)
| delete net_serv_layoutin phy infrastrucutre
: through SDN and Compute controllers
]
| |
e - DELETE reply: Success or Failure— — —— —— — — — — — — — — -

Figure 66: Virtual Infrastructure Manager and Planner workflow example.
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11.5 VNF Manager

11.5.1APIs

Table 31: VNF Manager API.

Prot. Type

URI

Parameters

Jvnfm/vnf

VNFD Id

VNF Tenant 1d°
Deployment flavour Id
NS Id

VNF ID

Anfm/ivnfivnf_id

VNF Id
VNF Tenant Id

VNF record

Anfm/vnfivnf_id

VNF Id
VNF Tenant Id
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11.5.2 Information Model
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NFV-O

id: string

vmImage: string
computationRequirement
virtualMemory
virtualNetworkBw: int

VnfDescriptor

id: string

vendor: string

descriptorVersion: string

version: string

vdu: Vdu

connectionPoint: ConnectionPoint
lifecycleEvent: string
dependency: VduDependency
monitoringParameter: string

lifecycleEvent: string
constraint: string
highAvailability: string
scale_in_min: uint
scale_out_max: uint

vnfc: Vnfc
monitoringParameter: string

VduDependency

srcVduld: string
targetVduld: string

1 *
- | -

id: string
connectionPoint: ConnectionPoint

deploymentFlavour: DeploymentFlavour *
autoScalePolicy: string
manifestFile: string ring
manifestFileSecurity: string type: string
0.1 virtuallinkReference: string
1 1
id: string
connectivityType: string
connectionPointld: string
leafRequirement: uint *
rootRequirement: uint
qos: string
testAccess: string
*
Deploy (v ConstituentVdu
id: string I numberOfinstances: int
flavourKey: string constituentVnfc: string
constraint: string 1
constituentVdu: ConstituentVdu
Figure 67: VNF descriptor information model.
Table 32: VNF Manager information model.
Parameter Type Description

VNFD Id

Deployment
flavour Id

VNFD

Vnf record
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11.5.3 Workflow

Instantiate VNF Request (VNFD) -
>

Instantiate VNF Reply (VNF Id) Validate VNF Request

Allocate resources Request
*  Allocate resources Request
* Instantiate inter-VNFC

Network Connectivity

Allocate VMs and attach them
Allocate rescurces Ack - to the network resources

Allocate resources Ack

Configure VNF Request
L
Configure VNF Reply

Instantiate VINF Ack (VNF Id)

Figure 68: VNF Manager workflow example: Instantiate VNF.
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Terminate VNF Request (VNF Id) -
-

Terminate VNF Reply
< VNF shutdown Request
L

Delete resources Request

.
Delete resources Request
.
Delete VMs
-
Delete inter-VNFC Network
Delete resources Ack " Connectivity

Delete resources Ack

Terminate VNF Ack (VNF Id)

11.6 Analytics for Monitoring
11.6.1 APIs

Table 33: Analytics for Monitoring API.

Prot. | Type URI Parameters
.Janalytics/resources resource_id
. list(resource)
..Jlanalytics/resources/
resource
resource_id
.Janalytics/meters meter_name
analytics/meters/
analytics/meters
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.Jlanalytics/samples sample _id

list (sample)
.Janalytics/samples/

sample
.Jlanalytics/event_types event_type

event_id
..Jlanalytics/event_types/ List (event types)

event_type

list (event)
.Janalytics/events

event
..Jlanalytics/events

11.6.2 Information Model

Analytics for Menitoring

[l ~nalytics for

event_types

resource_id meter_name sample_id event_type

Figure 70: Analytics for Monitoring Information model.
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Table 34: Analytics for Monitoring Information model.

Parameters

Type

Description

resource_id

meter_name

sample_id

event_type

event_id

11.6.3 Workflow

=--—-——————— = GET rap

SET fanalytics! maters/meter_name

Figure 71: Analytics for monitoring workflow example.

ly: list {sampleg)}- — — — — —— — — — — — —

POST I."r: '1:-1|\.'l cs/meters/meter name

11.7 Local Management Service

11.7.1APIs

L J
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Table 35: Local Management Service API.

Prot. | Type URI Parameters
./[lms/{node id}/stts Node id
n_status
./lms/{node Node id
id}/stts/n_status}
n_status

11.7.2 Information model

Local Management Service
Management 1 .

*

Service
node_id: integer n_status: integer
Figure 72: LMS information model
Table 36: LMS information model.
Parameter | Type Description
node_id
n_status
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11.7.3 Workflow

GET /emm/{node_id}/stts

Figure 73: Local Management service workflow example.

n_status)

11.8 Multi-tenancy
11.8.1APIs

Table 37: Multi-tenancy service API: Virtual Tenant Network (VTN) functions.

Prot.

Type

URI Parameters

.Imt/vtns

VTN_info
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..Imt/vtns/
tenant_id
.Imt/vtns/{tenant_ tenant_id
id
} VTN info tenant_id
.Imt/vtns/{tenant_
id} -
VTN_info
tenant tenant_id
_id

Table 38: Multi-tenancy service API: Virtual L2 forwarding element functions (virtual

switches).
Prot Type URI Parameters
../mt_/{tenant_ld}/v tenant id
_switches -
v_switch_info
tenant_id
Imt/{tenant_id}/v tenant_id
_switches/ —
v_switch_info
v_switch_id
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ch_id}

JImt/{tenant_id}/v tenant_id
_switches/{v_swit ) )
ch_id} v_switch_id
v_switch_info
v_switch_id
Imt/{tenant_id}/v tenant_id
_switches/{v_swit ) )
ch_id} v_switch_id
v_switch_info
.Imt/{tenant_id}/v tenant_id
_switches/{v_swit ) )
v_switch_id

Table 39: Multi-tenancy service API: Virtual L3 forwarding element functions (virtual routers).

Srot Type URI Parameters
Imt/{tenant_id}/v tenant id
_routers —~
v_router_info
tenant_id

Imt/{tenant_id}/v
_routers/

tenant_id

v_router_info

v router id
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r id}

Imt/{tenant_id}/v tenant_id
_routers/{v_route )
r_id} v_router_id
v_router_info
v_router_id
Imt/{tenant_id}/v tenant_id
_routers/{v_route )
r_id} v_router_id
v_router_info
JImt/{tenant_id}/v tenant_id
_routers/{v_route )
v_router_id

Table 40: Multi-tenancy service API: port mapping functions.

Prot | Type URI

Parameters

Imt/{tenant_id}/v
_switches/{v_switc
h_id}/v_ifaces

or

.Imt/{tenant_id}/v
_routers/{v_router
_id}/v_ifaces

a
virtual switch or a
virtual router

tenant_id
v_switch_id/v_router_id

v_iface_info

Imt/{tenant_id}/v

tenant_id
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_switches/{v_switc

v_switch_id/v_router_id

h_id}/ - -
v_iface_info
or
Imt/{tenant_id}/v v_iface_id
_routers/{v_router
_id}y/
tenant_id

JImt/{tenant_id}/v
_switches/{v_switc
h_id}/{v_iface_id}

v_switch_id/v_router_id

or v_iface_id
.Imt/{tenant_id}/v v_iface_info
_routers/{v_router
_id}/{v_iface_id}

tenant_id

Imt/{tenant_id}/v
_switches/{v_switc
h_id}A{v_iface_id}

v_switch_id/ v_router_id

or v_iface_id
.Imt/{tenant_id}/v v_iface_info
_routers/{v_router
_id}A{v_iface_id}
tenant_id

Imt/{tenant_id}/v
_switches/{v_switc
h_id}/{v_iface_id}

or

Imt/{tenant_id}/v
_routers/{v_router
_id}/{v_iface_id}

v_switch_id/ v_router_id

v_iface id
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Table 41: Multi-tenancy service API: virtual link functions.

Prot Type URI Parameters
Imt/{tenant_id}/v tenant id
_links -
v_link_info
.Imt/{tenant_id}/v tenant_id
links/
- v_link_info
v_link_id
JImt/{tenant_id}/v tenant_id
_links/{v_link_id} o
v_link_id
v_link_info
Imt/{tenant_id}/v tenant_id
_links/{v_link_id} o
v_link_id
v_link_info
.Imt/{tenant_id}/v tenant_id
_links/{v_link_id} o
v_link_id
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11.8.2 Information Model

Multi-tenancy

v_switch_info

id: string
*  port_mapping: v_port 1

vlan_mapping: vlan_mapping *

status: string

tenantld: tenant_id v_iface_info
id: string

L type: string

vlan: uint32

* . N
: ———— phy_node_id: string
1 Virtual router phy_port_id: string
>

mac_address: string

tenant_id: string

description: string * e 1 7 status: stnngo .
statusstrlng ,,,,,,,,,, port_mapping: port_mapping .
1 status: string

tenantld: tenant_id

inetport_mapping

Virtual link
id: string

2 type: string
1 ip: uint64
prefix: uint32
status: string

* id: string

src_port: v_port

dst_port: v_port
NetworkConstraints: net_constraints

tenant_id .
net_constraints
1

bandwidth: int32
delay: int32
jitter: int32

Figure 74: Multi-tenancy service information model.

Table 42: Multi-tenancy service information model.

Parameter Type Description

tenant_id

v_switch_id

v_router_id

v_link_id

v_switch_info

v_router_info

v_iface_info
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v_link_info

11.8.3 Workflow

net_constraints
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I
POST /mt/vtns/- ;:
|
|
:< —————————————————— POSTreply: tenant_id————————————————— |
), l
: until all virtual switches are created :
| |
[ POST /mt/vtns/{tenant_id}/v_switches |
| |
| |
| |
:(— ———————————————— POST reply: v_switch_id——————————————— — —<I
| |
| |
[ |
[ loop |
| - . |
[ until all virtual routers are created |
| |
| |
T POST /mt/vtns/{tenant_id}/v_routers »—
| |
| |
%(— ———————————————— POSTreply: v_router_id———————————————— —1-:
| |
I |
| |
| loop |
| |
: until all physical interfaces are mapped into virtual interfaces :
| |
: POST /mt/vtns/{tenant_id}/v_ifaces » ;
| |
| |
[(&——————————=—=—=———= POSTreply: v_ifce_id-———————————————— —4
| |
| |
| |
| |
until all virtual switches are created
POST /mt/vtns/{tenant_id}/v_links |
K —————————— = POSTreply: v_link_id-———————————————— —<

allocate VTN_info

Set up virtual
switches

Set up virtual
routers

Map virtual to

physical interfaces

Set up virtual
links
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12 Appendix I1: Bootstrapping XPFEs: Detailed Example

2\ xpre2 1

Figure 76: example topology

12.1 Bootstrapping XPFE1
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SDN

— untagged
2\ xpre2 1 9

Figure 77: XPFEL bootstrapping, end of phase C

— untagged
2 xpre2 L — tagged
O PUSH/POP

Figure 78: XPFE1 bootstrapping, end of phase D

12.2 Bootstrapping XPFE2 and XPFE4
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SDN

Controller
192.168.1.252

— untagged
— tagged
O PUSH/POP

Figure 79: XPFE2 bootstrapping, after phase C

H2020-671598 168



5GXCrosshaul

192.168.1.253

3
— untagged
2| XPFE2 — tagged
LOCAL O PUSH/POP

Figure 80: XPFE2 bootstrapping, after phase D

1

[y

12.3 Bootstrapping XPFE3
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XPFE4?
| LocAL1

192.168.1.4

2| XPFE2

SDN
Controller

— untagged

LOCAL

— tagged
O PUSH/POP

Figure 81: XPFE4 bootstrapping, after phase D
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13 Appendix I11: XCF Requirements

Table 43: XCF Requirements

Functional splits

Multi-tenancy

Coexistence

Transport Efficiency
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Management

Support of multiple media

Energy efficiency

Miscellaneous

Table 44: MAC-in-MAC XCF requirement fulfillment

Functional splits

Multi-tenancy

Coexistence

Transport Efficiency
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Management

Support of multiple media

Energy efficiency

Miscellaneous

Table 45: XCF requirement fulfillment by MPLS-TP

Functional splits

Multi-tenancy

Coexistence

Transport Efficiency
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Management

Sup

port of multiple media

Energy efficiency

Miscellaneous
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14 Appendix IV Potential enhancements to 5G-Crosshaul data plane
design

14.1 IETF DetNet data plane solutions

14.2 Segment Routing
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EE) 7 6 4 Dataplane
Data
oynamic pth o

MPLS
(segment ID = label)

(seg. ID = IPv6
address)

Control plane
R1 RS
SID: 1 SID: SID: 5
Explicit path /
T R7
SID: 7
L] Paths Options
R2 R4 R6
SID: 2 SID: 4 SID: 6 y Explicit
Dynamic q
. (expressed in the
SID: Segment ID (STP calculation) Reder)

Strict or loose path

Figure 82: Segment routing.
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